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1. Objective

Databases play a central role in the information infrastructure of most organizations and it is well
known that security aspects must be an everyday concern of a database administrator (DBA). Typi-
cal Database Management Systems (DBMS) offer several mechanisms to protect data (e.g., user
privileges, data encryption, authentication, auditing, etc.). However, in most DBMS, the effective-
ness of those mechanisms is largely dependent on their actual configuration. Tuning a large data-
base for high security is a very complex task that requires a lot of expertise and hard work. An addi-
tional difficulty is that database administrators, although having a very clear perception of the
available functionalities and corresponding settings, seldom have feedback on how good a given
configuration is concerning security aspects.

In this tutorial, we will present, explain and discuss ways to assess and enhance the security of
DBMS installations. The tutorial is presented from a database administrator perspective, focusing
on the aspects that are under the grasp and responsibility of a typical DBA: engine configuration
and installation alternatives, definition of how applications, developers and users should interact
with the DBMS, among other elements. We also present typical threats a DBA should have atten-
tion to, and discuss in what conditions they are or are not particularly important. Teaching how to
assess and adequately avoid such threats is the main goal of this tutorial, which is centered on a re-
search study that defined 64 generic security best practices for relational DBMS installations
[1][3][4] and 8 typical DBMS security threats [2]. Moreover, we explore research opportunities that
can be easily spotted in this particular domain.

2. Target Audience

The intended audience of this tutorial is researchers and practitioners interested in learning exist-
ing approaches to assess and enhance the security of DBMS installations. In addition to researchers,
both database administrators and applications’ developers can benefit from the tutorial, as a broad
range of security topics is covered. No particular security knowledge is required, while in fact we
also discuss and present methods of evaluating the security of DBMS installations without requiring
security expertise from the evaluator’s part. An overall knowledge of relational databases is ex-
pected.

3. Outline
In this tutorial we will discuss a range of topics concerning security of DBMS installations, from
generic overviews to specific security discussions, along with some research approaches. The main
outline for the tutorial is as follows:
1. Contextualization and Introduction to key concepts: We start by presenting an overview
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and key concepts concerning of security of databases (of particular importance is the raise
of security threats against web applications). The pervasiveness of software vulnerabilities
in today’s applications makes the correct configuration of the DBMS engine the last de-
fense barrier between user’s data and malicious attackers. We also delve in the differences
between simple web applications with dedicated back-end databases to much more com-
plex environments, such as, for instance, systems with several applications and dozens of
developers interacting with a single huge database. These two types of scenarios pose dif-
ferent sets of problems to researchers and database administrators, and different security
concerns. The main point that should be grasped by the attendees is that the correct confi-
guration of such databases is as important as the security of the applications that utilizes it.

. DBMS Threats: The threats that should be of concern to typical DBAs bear resemblance
but are not exactly the same threats that a typical developer has to deal with. For instance, a
DBA has very little influence on the bugs that the database engine may have, and can do
little more against these than keeping the software updated with the latest vendors’ patches.
On the same perspective, the DBA also cannot do much against the undetected software
vulnerabilities on the applications that use the database he manages. He can, however, have
the system configured in such way that, in the case of a successful attack, the damage is as
small as possible. Eight typical threats against databases installations are presented, and
typical attacks accomplishing such threats are presented in order to serve as illustrations of
the ideas presented.

. Security best practices: considering 5 main categories (Environment, Installation setup,
Operational procedures, System level configuration and Application level configuration
and usage), we deeply explore several different security best practices for database installa-
tions, covering a wide range of aspects, that are recommended by security experts as a way
to prevent security attacks. We cover what are the main ideas behind the practices, what
they are expected to accomplish, what they do not accomplish, in what scenarios they make
sense and, when the case, typical caveats and drawbacks. They are presented generically in
a way that is applicable to any kind of relational database engine.

. Assessing the implementation of security practices: In this topic we discuss practical and
scientific methods for identifying the correct implementation of security best practices.
Frequently, users may toggle switches in the system configuration in order to apply them,
but cannot be certain that the measures are effectively in place. We discuss easy tests that
can be carried out by the administrators in order to evaluate if the security practices are be-
ing correctly applied. The tests are presented in ways that require a minimal security exper-
tise, demanding only technical knowledge about the installation being assessed.

. Security best practices as basis for scientific investigation: In this topic, we present ex-
amples of scientific work that can be done based on a comprehensive set of security best
practices about a domain. In particular, security best practices contain expert knowledge
that can be extrapolated and be used in a variety of situations and investigations. To illu-
strate do idea, we present two scientific works that were based on the raw set of security
best practices mentioned earlier. The first example is the development of security appraisals
for database software packages (set of database plus operating system software), which al-
low to benchmark DBMS engine brands based on their out-of-the-box security capabilities.
We also present some interesting conclusions that such appraisals might provide. In the
second example we present the definition of a trust-based benchmark for a database confi-
guration, which express the proneness of security threats to be actually explored in a target
database based on the control and knowledge that the DBA has over the system configura-
tion [2].



6. Final discussion and closure: In this final part we intend to foster discussion and brains-
torming in order to consolidate the concepts presented before and to highlight the atten-
dees’ experiences regarding the topic. This is obviously a key part of the tutorial.

This tutorial intends to take the form of a class, mainly with the presentation of slides and ex-
tended discussion with the attendees. We intend to provide a small printed material with the ref-
erence to the main discussed security best practices and corresponding assessment tests. The pro-
posers of this tutorial have a large experience on database security and assessment, having sever-
al publications in the domain.

In our opinion, this is a topic of utmost importance for researchers and practitioners working
on databases, in particular reinforced by the visible lack of security specialists in most fields. In
fact, the ascendance of networked information in our economy and daily lives has increased the
awareness of the importance of security of web applications, and the corresponding databases
they are based on. During the tutorial participants will understand in depth the key concepts be-
hind security of databases, learn different approaches to assess and compare de security of real
installations, and hopefully will be able to help cope with the problem of today’s lack of security
experts in this field.

The tutorial will follow a discussion-based approach (including a brainstorming activity close
to the end of the tutorial). Attendees will be asked to comment on several aspects related to the
topic in general and to provide their own perspective, experience and expertise in the domain.
With this we intend to improve discussion dynamics and make participants to share their expe-
rience and their understanding regarding this topic.
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